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Use Case:

Insider Threat Detection




Insider Threat Detection

Customer Challenge

Negligence of employees, misusing employee credentials, and data theft by employees are leading causes of security
incidents. With the help of manual tools, it becomes difficult for security teams to swiftly detect insider threats by
collecting log data from multiple systems. In most of the cases, insider threat is similar to normal user behavior and may
affect more than one system at once. Logsign SOAR acts as the single tool your SOC team needs to obtain a full picture
of anincident. As a result, your mean time to detect (MTTD) and mean time to response (MTTR) decrease.

How to detect insider threats with Logsign SOAR

Alert Received: Divide the host Inform

Action list, .
“Sensitive Data computer into managers

netstat,
Leakage” )

2

segments from and other

scanner cache
the network stakeholders

~

Lock user account

_J
b D

Extract 7-day user

Receive netstat, action activity - behavior, Control simultaneous
list, and security logs 9 analysis, logins from user
from the affected system log-in times, etc. accounts

Full forensic list Forwarded to Inform

; .. . managers
of machines digital forensic 9

. and other
unit

stakeholders

Business Process Analysis

It may take a security analyst up to 40 minutes to manually detect an instance of insider threat. With the help of
automation, this time is cut down to 1-2 minutes.

Benefits

Logsign SOAR helps in the identification of threats that were unknown before. It partners with your SOC team
in detecting and preventing insider threats before they cause a significant impact on your business operations.
As automation is incorporated in your response and detection activities, your team’s productivity increases,
and they are not over exhausted.
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